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The “Vulnerabilities”

• Information disclosure via ScriptResource.axd

• Encrypting arbitrary values via padding oracle 
attack



ScriptResource



WebResource.axd / ScriptResource.axd

• Url handlers to serve content from DLLs or off 
disk

• E.g. To serve up webforms.js within 
System.Web.dll: 
http://site/WebResource.axd?d=g3nbJkmy6Qkql9bXIs9nRg2&t=634153280836801877

• Encrypted string contains a ‘path’ to some 
content:
s|WebForms.js

• WebResource.axd used in all ASP.NET apps
• ScriptResource.axd used by ASP.NET AJAX 

extensions (.NET 3.5SP1, .NET 4.0)



Composite Script feature

• Allows multiple javascript files on disk to be sent in one response:

<asp:ScriptManager ID="ScriptManager1" runat="server">
<CompositeScript>

<Scripts>
<asp:ScriptReference Path="~/Scripts/Script1.js" />
<asp:ScriptReference Path="~/Scripts/Script2.js" />
<asp:ScriptReference Path="~/Scripts/Script3.js" />

</Scripts>
</CompositeScript>

</asp:ScriptManager>

<script src="/ScriptResource.axd?d=JuN78WBP_dBUR_BT9LH1wlP8mX-
nNcENfktCX8YwH3sHG7wWwvn73TZaaChQhQtyzip3-
kumGx1U67ntTt0sXKCn22VGvaQ3V4mXtCFgW9M1" type="text/javascript"></script>

Q|~/Scripts/Script1.js,~/Scripts/Script2.js,~/Scripts/Script3.js|#|21c38a3a9b

http://www.asp.net/ajaxlibrary/Combining%20Client%20Scripts%20into%20a%20Composite%20Script.a
shx

http://www.asp.net/ajaxlibrary/Combining Client Scripts into a Composite Script.ashx
http://www.asp.net/ajaxlibrary/Combining Client Scripts into a Composite Script.ashx


Composite Script feature

• Allows multiple javascript files on disk to be sent in one response:

<asp:ScriptManager ID="ScriptManager1" runat="server">
<CompositeScript>

<Scripts>
<asp:ScriptReference Path="~/web.config" />

</Scripts>
</CompositeScript>

</asp:ScriptManager>

<script src="/ScriptResource.axd?d=tZIXlFR0cYM82KuaC2k4_A2" 
type="text/javascript"></script>

Q|~/web.config

• If you can control the encrypted text, you can serve any file within the web root!



Demo



Encryption



4 ‘features’ in ASP.NET use encryption

• Forms auth cookies
e.g. username, roles

• ViewState
Control structure + stashed variables

• WebResource.axd
Load images / css etc from DLLs

• ScriptResource.axd – ASP.NET AJAX
Load from DLLs, or off disk



.NET Encryption

• Encryption (AES, 3DES)
• Validation (SHA1, MD5)
<machineKey

validationKey="21F090935F6E49C2C797F69BBAAD8402ABD2EE0B
667A8B44EA7DD4374267A75D7EAD972A119482D15A4127461DB1DC3
ʩʬ#ʦ!ʫʨ!%ʪ&ʦ##&!!#&&ʦ"ʬʧ!ʬ&ʣ!ʧʭʦ"Ƨ
decryptionKey="ABAA84D7EC4BB56D75D217CECFFB9628809BDB8B
F91CFCD64568A145BE59719F"
validation="SHA1"
decryption="AES"

/>

• By default, machine keys are shared by all apps 
on a server, and the keys are auto-generated



Padding

PKCS#5 http://tools.ietf.org/html/rfc2898

http://tools.ietf.org/html/rfc2898


Encrypted a block at a time

• An initialisation vector (IV) is added at the 
beginning of each block encryption



Initialisation Vector



Decrypt

• Take encrypted input, and decrypt a block at a 
time



3 possible decrypt outcomes

• Decryption was successful
Valid cypher text 
(properly padded, valid data)

• Padding error
Invalid cypher text
(improperly padded)

• Decrypted successfully, bad data
Valid cypher text
(properly padded, invalid data)



3 possible decrypt outcomes

• Decryption was successful 200 OK
Valid cypher text 
(properly padded, valid data)

• Padding error 500 Crypto 
Valid cypher text Error
(improperly padded)

• Decrypted successfully, bad data 500 Custom 
Invalid cypher text Error
(properly padded, invalid data)



Problem

• By exposing two different errors, information 
about the decrypt process is leaked to the 
attacker

• The website becomes a ‘padding oracle’, as it 
tells us whether our padding is correct

• E.g. 
http://site/WebResource.axd?d=g3nbJkmy6Q
kql9bXIs9nRg2&t=634153280836801877



Video



Who’s affected?

• Any application built on ASP.NET

• Applications on the same server – one app can 
have the oracle, and the other app can be 
attacked



What to do?

• Microsoft work-arounds: normalise errors, block paths
-> Not foolproof

• Microsoft patch this morning:
– Returns same error on padding / other failure
– Uses random IV rather than hash
– Changes format of encrypted strings to include a validation 

step
– Only .js files can be served by ScriptResource.axd

http://musingmarc.blogspot.com/2010/09/ms10-070-
post-mortem-analysis-of-patch.html
http://support.microsoft.com/kb/2425938
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Any patch problems

• Not in Windows update, manual install of many 
exe’s

• Changes the format of encrypted strings
– Cached content may become uncached
– Remembered forms auth cookies won’t work
– Non-.js files will no longer work in ScriptResource

• Old behaviour can be configured:
– http://www.microsoft.com/technet/security/bulletin/

ms10-070.mspx

http://musingmarc.blogspot.com/2010/09/ms10-070-post-mortem-analysis-of-patch.html
http://musingmarc.blogspot.com/2010/09/ms10-070-post-mortem-analysis-of-patch.html
http://musingmarc.blogspot.com/2010/09/ms10-070-post-mortem-analysis-of-patch.html
http://musingmarc.blogspot.com/2010/09/ms10-070-post-mortem-analysis-of-patch.html


What have we learnt?

• Relying on encryption for authentication == bad
• Using different keys for different purposes

• Server-side auth as well as forms cookie?
• Store sensitive info outside of the web root
• Disable handlers if your site doesn’t use them
• Different keys per site & rotate them

• We’re not as invincible as we thought!
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